Type/Model Name

Frequency

lotes

Security

Alien Technology

Inping

EM-Marin Microelectronic (acquired
Sokymat

in 2003)

Higgs 2

Higgs 3

Higgs 4
Monza 3
Monza 4D

Monza 4E

Monza 4QT

Monza 5

Monza X-2K Dura

Monza X-8K Dura

H4001
EM4102/H4102 (replaced by EM4200)

H4003
EM4005/EM4105 (old H4005 - replaced by EM4200)
EM4006 (old H4006)

EM4022/P4022

EM4025/EM4125
EM4026
EM4033

EM4034 (same as EM4035 but no crypto)

EM4035 (same as EM4034 & EM4135 but

crypto)
V4050
EM4055

EM4056/P4056 (aka MicroCID 1106)

EM4069/EM4169 (old Sokymat T5/Nova?)
V4070

94
EM4095 (old P4095)

EM4100 (old H4100 - replaced by EM4200)
EM4102 (old H4102 - replaced by EM4200)

EM4105/EM4005

EM4122

EM4123 (protocol compatible with EM4122 & EM4222)
EM4124

EM4126

EM4133

EM4135 (same as EM4035 but no crypto)

EM4150/EM4350 (replaced by EM4450/EM4550)

EM4170

EM4200 (replaces EM4100/4102/4005/4105)
EM4205/EM4305

EM4222
EM4223 (replaces EM4035/EM4135)

EM42335LIC

EM4233 2k

EM42375LIC

EM4237

EM4269
EM4294

EM4298
EM4322
EM4324

EM4325

860~960 MHz

860~960 MHz

860~960 MHz

860~960 MHz
860~960 MHz

860~960 MHz

860~960 MHz

860~960 MHz

860~960 MHz/12C

860~960 MHz/12C
50/130/400 khz
125 kHz

125 kHz - 3.25 MHz
100~150 kHz
13.56 MHz
Multifrequency

100~150 kHz

125 kHz
13.56 MHz

13.56 MHz

13.56 MHz

125 KHz

125 kHz
100~150 kHz
100~150 kHz
125 kHz
chip-only
115~140 kHz.
100~150 kHz
13.56 MHz
125 kHz
100~150 kHz
125 kHz

125 kHz
860~960 MHz
860~960 MHz
860~960 MHz
860~960 MHz
13.56 MHz

13.56 MHz

100~150 kHz

125 kHz

125~134.2 kHz

125~134.2 kHz

300MHz~2GHz
800MHz

13.56 MHz

13.56 MHz

13.56 MHz

13.56 MHz

125 kHz

13.56 MHz

860~960 MHz
125kHz+6.8MHz
860~960 MHz

860~960 MHz

EPC up to 192 Bits, TID 64 Bits

EPC up to 480 Bits, TID 64 Bits

EPC up to 512 Bits, TID 64 Bits

EPC up to 128 Bits
EPC up to 128 Bits - User Memory 32

Bits
EPC up to 496 Bits - User Memory 128
Bits
EPC up to 128 Bits - User Memory 128
Bits

User Memory 128 Bit

EPC up to 128 Bits - User Memory 2176
Bits

EPC up to 128 Bits - User Memory 8192
Bits

Read only, 64 Bits
Read only, 64 Bits

Read only, 64 Bits
Read only, 128 Bits
Read only, 64 Bits
Read only, 64 Bits

Read only, 55 Bits
Read only, 64 Bits
Read only, 64 Bits

R/W, 448 Bits

R/W, 3.2K Bits
R/W, 1024 Bits

R/W, 1K Bits
R/W, 2K Bits

R/W, 128 Bits
R/W, 160 Bits
ROM, 64 Bits

R/W, 512 Bits
Base Stations

Base Station
Booster Circuits
Read only, 64 Bits
Read only, 64 Bits
Read only, 128 Bits
Read only, 64 Bits
Read only, 64 Bits
R/W, 176 Bits
R/W, 224 Bits

R/W, 512 Bits

R/W, 2432 Bits

R/W, 1K Bits

R/W, 256 Bits

Read only, 64 Bits

R/W, 512 Bits

Read only, 64 Bits
Read only, 128 Bits

R/W, 1K Bits

R/W, 2K Bits

R/W, 1K Bits

R/W, 2K Bits

R/W, 512 Bits
Front End

Decoder
Read only, 64 Bits
Read only, 1024 Bits

R/W, 4096 Bits

Standard/N
1S018000-6¢ - EPC Gen2
1S018000-6¢ - EPC Gen2
1S018000-6¢ - EPC Gen2
EPC Gen2 - IS018000-6
EPC Gen2 - IS018000-6
EPC Gen2 - IS018000-6
EPC Gen2 - IS018000-6

EPC Gen2 - IS018000-6

EPC Gen2 - IS018000-6

EPC Gen2 - IS018000-6

15011784/85 Compatible

15015693
15015693

15015693

1S015693-14443A/8

15018000
15018000

15015693

15015693

15011784/85 Compatible

15011784/85 Compatible

15015693

15015693

15015693

15015693

1SO FDX-B

1S015693/1S0 14443A/B

15018000

15018000
15018000

2none?
Dynamic Authentication™ - Enhanced IC security using a non-digital, unique and non-cioneable “inger-print - Practically eliminates
copied tags being applied to counterfeit or goods of higher value. A 64-bit Unique TID for authentication and serialization applications,
an extensible EPC memory bank, 512-bits of user memory for distributed data applications, and password protected read and wite
support capabillies to prevent unauthorized viewing and modifi cation of the tag's dat

An optimized memory footprint includes a 32-bit TID, a 64-bit Unique TID for authentication and next generation serialization
appheaiions,a R oy L Y e
3 and modiicaton of the tag's de

2none?

“2none?

O technlogy's ShorRange Wods addaa ayer of physcal polecon o usecspivte da by reducing e fag's read rngo (o fess
then onetenh o s ol rnge S whis areelrcan sbiayssinguite the g and rasd ks cutenty expossd dentar (EPC or
chermate productidentiin) rom normal range. any atemets 10 scoess e Prvate Data Prfie om  ditance wil cause he g
e e e T e T A e S A
the tag is very close to a reader antenn:

2none?

QT technology’s Short-Range Mode adds a layer of physical protection to a user's private data by reducing the tag's read range to less
TS T e o ik e D TR b s Cei T 3
alternate product identifier) from normal range, any attempts to access the Private Data Profile from a distance will cause the
i T o T e e B e e P i
the tag is very close to a reader antenna.

QT technology's Short-Range Mode adds a layer of physical protection to a user's private data by reducing the tag's read range to less
than one-tenth of its normal range. So while a reader can always singulate the tag and read its currently exposed identifer (EPC or
altemate product identifer) from normal range, any attempts to access the Private Data Profile from a distance will cause the tag t

lose power and drop out of its dialog with the reader. The short-range feature ensures that protected information is not readable unless
the tag is very close to a reader antenna.

none

none
none
none
none
none

none
none

Pasaword (lock )i never readabl but witen D e BT L 120 ST s e
by all users but witen only in Lol

u
ights o User Words lhlucks 310 11) depend on appropriate Lock
y iSEd in block -

t v

Block. de is enabled by L
rd cannot be read - password
The 5.2 bit EEPROM memory corlained n the cip is ordanized i 50 words o1 64 bis, sach word can ba reversiby locked sare as

347
The chlp contains 1 KBt of EEPROM which can be e e read protected area, and
toad area opu coninuously at powor on. Tho memary éan bo socurod by usig 1ne 32 bt password (0160 block0)foral e
and read protacted operatons. The password can be upcated, bt rever raad. Ao chip has a contol word (blocke
el ek set e mescon s ik

y y using the Toral wite and ead d

Sukvovar e User detned Vil protected words. User defined Read protected wor
Tre vocr can dofing & paseword and protoct partorall o the mamary - password s (optionally) nked foa decremental countr. i the
counter readches 0 all memory is totally locked, only non-protected blocks can be read-only. Each block can be read and/or write
protected and this protection (bit=1) is OTP (unreversible).
none

be updated

th 96 Bits of user in
EEPROM. Blocks 4 through @ contain the 96 bifs of secret key. These bifs influence the crypto-algorithm but cannot be read directly.
none
none

none
none

none
none
none
32 bit Kill Password (block0+block1), and 32 bit Access Password

(defaul pwds

none
Password is located at block( it is never readable but writen only in Secure mode after a successful Login command). Super User
Memory, EAS and the Lock Block area (block2) can be read by all users but written only in Secure mode. Lock block bits define which
memory blocks are locked ag: operations. All (Blocks 3 10 13) are always readable and
can be write protected with the corresponding lock bits. Wiite access rights to User Words (blocks 3 to 11) depend on appropriate Lock
Block bit. Secure mode is enabled only by a successful Login command (right password value)

The 24k bit EEPROM memory contained n the chip is organized in 38 words of 64 bits, each word can be irreversibly locked [sarme as.
EM40347)

The memory can be secured by using the 32 bit password (stored in block0) for all wite and read protected operations. The password
can bo updated, bt neva rea. Al i has  control word (biook2-bi1 pwe o) and a protecton word (ockd - et blooks
protection for read/wr

Igorithm with 96 Bifs of user configurable secret-key contained in EEPROM. Bis 15

and 14 of word 1 are used as Lock-| e T memory can only bo accessed for wriling or erasing ifthes two bits have the conters.

"¥0" as when they are deiivered. The memory can be unlocked by using the PIN-code command; in that case, the lock-bits are reset
from the value "x1* to the value “0". Words 4 through 9 contain the 96 bits of secret key. These bits influence the crypto-algorithm but
cannot be read directly. Words 11 and 12 contain the 32 bits of PINCode. These two words can be written when the lock bits are in
unlocked state. They cannot be read out as for the secret key.
none
jord 2 contains a 32 bit password. The password after a successful L “The 32 bit Password
word has to be sent to ogin command operations. The password word can not be read
out with a read word command. There is also  *Read Login Bit": When set o logic 1, the reading of al words, except Words 0 and 1
(manufactrer and UID blocks). by using the Read Word command s prlecied, Reading any of hese words using the Read Word
command, There is also a "Write Login Bit": when the Write Login bit is
settologic 1, modifcation of EEPROM content is T Witing an Wite Word command or changing protection
Ueing Potect comman, can be done Upon successiulsxecuton of a login command.
none

none

32 assword command only n Secure Mode,) secury feature pemits a floxiblo

administration of the memory access rights which makes it the right solution for advanced In Secure

with password), the write access to the user's data memory depends ‘on Lock bits only. A pair of bits define the protection status of the
d - Protection bi status is not taken in account in secure mode -

Changeable in Secure mode by Protect Page command.
B e et e S e e
. The of the

true bit secret the memory.
acooss ihts which mKes it the ot okt protection. the application requirements, in terms of
courty. i user can talor and adust e securty lovel by atue mutual process, a login pr

a 32 bit password or use the chip as a plain text memory (smartcar
Security features based on a 32-bit password - Advanced NVM management access  conditons - emory bockaipages Lodking
mechanisim - Lock mechanism for AFI, DSFIS and EAS - EASa
deactivate the chip forever.
Chip Security based on Grain128 cure Messagin
encrypton of the RF commnicaion channel - Msseage Ahentcaion Codl (MAC) - Possibilty to select securiy level based on a 32-
ional Random ID for enhanced security and privacy - EEPROM blocks/pages Locking mechanisms - Destroy

function o deaciivate the chip frever.

ead and wite access to EEPROM can be protected by 32 bit password. All EEPROM words can be write protected by setting lock
bits which transform them in read-only. 32 bit Password read and write protection
‘The reader integrates the crypto algorithm of the EM4035 transponder IC associated with 4 secret keys. Each secret key is 96 bit
length and it gives access to the EM4035 tag protected memory after a true mutual authentication process between the tag and the
reader. The secret key can not be read by an external evice and their integrity is protected by a 32 bit password
UHF Decoder/Encoder circul, iP-X, 1SO 18000-6A/B & C compliant

32.bit Kil command. 32-bit . Anti-tearing

2-bit Kill command. 32-bit d. for User mer
(block is defined to be one page (4 words) in EEPROM. Only for User memory).




Type/Model Name Frequency Standard/Notes
EM4333 13.56 MHz R/W, 1K System+4K User+64KCode 15015693-15014443A
EM4350/EM4150 100~150 kHz R/W, 1K Bits
EMA369 125 kHz R/W, 512 Bits 150 FOX-B
EMd4aq 300MHz-2.4GHz R/W, 512 Bits
EM4450/EMA4550 (replaces EM4150/EM4350) 125 kHz R/W, 1024 Bits
EM4469/EMA4569 (same as EM4469 with extended range) 100~150 KHz R/W, 512 Bits 15011785 Compatible
EMas22 125kHzZ+6.8MHz R/W, 640 Bits
EM4550/EM4450 (replaces EM4150/EM4350) 125 kHz R/W, 1024 Bits
NF4 13.56 MHz R/W, 8K/32K/64K Bytes 15014443A
TK5530 125 kHz Read only, 126 Bits
TKs551 125 kHz R/W, 264 Bits 15011784, 11785
ess61 125 kHz 36 Bytes none
ATAS550 125 KHz R/W, 264 Bits
ATASS51 125 KHz R/W, 264 Bits
T/TK/5552 125 KHz R/W, 1024 Bits 15011784, 11785
TS554 100-150 KHz R/W, 264 Bits 15011784, 11785
5556 125 KHz R/W, 2560TP+224 Bits
ATASS57 100-150 KHz R/W, 330 Bits

Atmel (acquired Temic
Semiconductor's Integrated Circuit
Business in 1998)

ATASS58 125 kHz 1344 Bits (1024+320) 15011784, 11785
TKS561A-PP 125 kHz 128 bits 15011784, 11785
ATAS567 (upgraded version of ATAS557) 100-150 KHz R/W, 330 Bits
ATAS570 125 kHz RW, 330 Bits 15011784, 11785
ATAS577 (replaces ATAS567/T5557/TK5551) 125 KHz R/W, 363 Bits 15011784/85 Compatible
ATASS75M1 100-150 KHz R/W, 128 Bits (OTP)
ATAS575M1 100-150 KHz R/W, 128 Bits (OTP) 15011784/85 - FDX-A/B

Security
Securly thanks (o Hardware AES-128-Hardware DES/3DES-Hardware Random 2 New siream cipher
Grain128a with 128-bit key. High secure proprietary crypto with 96 bt key. Hardware Random Number Generator. Three pass mutual
authentication according to standard ISO 9798-2. Data authenticity protected with 32 bits MAC. The VICC offers three modes of secure
modes: Normal mode used by all users / Safe Access 10 power users / mode for card
d by different level of security:

- Password protection

t pmpnewy hEMM family

1
TS Gphar uses key ongih of 195 e ot ot ot only mutual authentication but also message authentication
o (AC) of 32 bis 0 ensure secarty of l e ransers:Every page Il 4kB memcry can be prolsced againt reed o e
access separately using protection bits. The protected pages can be then accessed or modified only in Safe Access or Administration
ode. Symmelrc anctybion | decrypion aigerthm can b achieved usit ALS, DES and Trle DES on éhi HIW acecloators Tne
pto modes can be used in different modes as EBC, CBC and CTR. AES offers state-of-the-art securiy with 128 bit key length.

DES/3DES offers backward compatibity to previous products.

‘The memory can be secured by using the 32 bt password (stored in block0) for al write and read protected operations. The password

can be updated, but never read. Also chip has a control word (block2-bit16 pwd on/off) and a protection word (block1 - set blocks.

protection for readwiite).

32 bit Password read and wiite protection. Lock feature convert EEPROM words in read only. All EEPROM words can be write

protected by setting lo

bits which transform them in read-only.

7 pages of user programmable and lockable memory (64-bit pages)

‘The memory can be secured by using the 32 bit password (stored in blockO) for all write and read protected operations. The password

can be updated, but never read. Also chip has a control word (block2-bit16 pwd on/off) and a protection word (block - set blocks.

protection for readiwrite).

Read and write access to EEPROM can be protected by 32 bit password. All EEPROM words can be write protected by setting lock

bits which transform them in read-only. 32 bit Password read and write protection. The 32 bit Password word has to be sent in Login

femenchione/me o otected operations. the Password word can not be read out by Read Word command. The Protection
rotects EEPROM words from being writien. Every EEPROM word is.protected by a pair of bis in Protection word. Once this bit

paic i set 0 11 s word canit ba wiien (1 bacomes fead-only)

7 pages o usr programmable and lockaie memry (8451t pages).

‘The memory can be secured by using the 32 bit password (stored in block0) for a write and read protected operations. The password

A i A i U T D PR D 5

protection for readwri

e i a6ty ostrss ae based on AES-128 cryplography.in oxder o nkoros W confdentiely evel of e et excnanged

between the reader and the NF4 chip, jpted including also a Mess:

Authentication Code (MAC). Optional Secure . Encryption of the RF i

flexibiity i terms of access conditions to memory data

The AOR mode is an anti-collision procedure for transponders to read, e.g., ten transponders in the field during 500ms (RF/32,
maxblock 2). The number of transponders and the time to read out are dependent on the application. I the AOR mode has been
configured by AOR bit at block 0, the transponder remains in sleep mode while putting it into the field. If the specified AOR wake-up
command is sent, the dedicated transponder generates an interal RESET (see section “OP Code Formats” in the Atmel e5551
datasheet). Due to the RESET the transponder is woken up. That means, the transponder s able to modulate the field (read mode).
e AOR Waks.up command consisof (o OP codo and o 32-Dit password. The e duraon o sond he AOR wake.up soquence
is between 8.7ms and 27.5ms according 1o Figure 10-1. The time duration is ﬂependem an e Mmimmumymaximu valses o o
measured write-time frames an o select e field, itis necessary to end the stop
OP code to top the moduation of the transponder. The blocks can be protected against ovenwiting by using lock bits.
Theblosks can be prolactad sgsinat overwiing by usingloc b, One bloc i reserved o saing the aparaton modes of e IC: the
crypto circuit uses the certified AUT64 aigorithm o encrypt th is written 10 the 5561 result can be
e ot by the base staton. Comparing he anarypion fesue of e bace taton and e ¢8581, & high- securty aubentfcaton
procedure i established. This procedure requires the crypto key of the 5561 and the base station to be equal. The crypto key is
stored in blocks 5 to 8 of the EEPROM and can be locked by the user to avoid read out or changes. Another block contains a password
to prevent unauthorized writing: If the password (saved at blockg) protection is enabled, the e5561 remains in ID mode even if it has
ceived a correct write sequence. The only possible operation is to modify the content of block 9 by sending the correct password bits.
In all other cases, an eror handiing procedure is started and the 5561 enters ID mode. A lock-bitis a physical part of the EEPROM'S
content and s under user control. The lock-bit protection mechanism has two different effects:
« Avoid programming (modifying data) of the EEPROM's blocks
+ Avoid reading out the crypto key from the EEPROM using the direct-access mode
If the base station tries to read out the crypto key and the corresponding lock-bit i set, the e5561 will nter ID mode immediately. Once
the cryplo key lock-bit s set, the crypto key can not be moified or read out any more. There are several lock-bits available, each
flecting a special data region of the EEPROM. The main groups of lock-bits are:
« Lock-bits to inhibit programming of the specified blocks of the EEPROM
- Lock-bits to inhibit programming of the specified blocks of a specific address range
In both cases, an atlempt to modify a data region protected by a lock-bit will cause an error handiing procedure (i., the e5561 enters
1D mode)
The blocks can be protected against overwriting. One block is reserved for setting the operation modes of the IC. Another block can
obtain a password to prevent unauthorized writing
The AOR mode is an anti-collision procedure for transponders to read, e.g., ten transponders in the field during 500ms (RF/32,
maxblock 2). The number of transponders and the time to read out are dependent on the application. If the AOR mode has been
configured by AOR bit at block 0, the transponder remains in sleep mode while puting it into the field. If the specified AOR wake-up
command is sent, the dedicated transponder generates an intemal RESET (see section "OP Code Formats” in the Atmel e5551
datasheet). Due to the RESET the transponder is woken up. That means, the transponder is able to modulate the field (read mode).
heThOR el comarilconslst of s OF code s he S0 essue The fm cleslon o sen i AOR el 1 searce
L e el e e o ndt depsndem on the minimum/maximum values of th
measured write-time frames and To select the field, itis necessary to end the stop
st st A st e e eark e b e ot e et Tl e
Bt 0 of every biock s the lock bt for that biock. Once locked, the block (including the lockbit tself) cannot be field-reprogrammed.
Blocks 1 to 6 are freely programmable. Block 7 may be used as a password. If password protection is not required, it may be used for
user data. When password mode is on (usePWD = 1), the firt 32 bits after the OP-code are regarded as the password. They are
compared bit-by-bit with the contents of block 7, starting at bit 1. I the comparison fais, the IC will not program the memory, but restart
in read mode at block 1 once writing has completed. Notes: (1) If PWD is not set, but the IC receives a wite datastream containing any
o e e Sl e s (B e IRl e D
1o prevent the password from being transmitted by (3) Every transmission of 2 OP-code bits, 32 password bits, one lock bit, 32 dats
6 and 3 addross bit (= 70 bl needs about 35 ms. Testng all 232 posible combinations (abot 4.3 bilon) takes abot 40,000 h, o
over four years. This is a sufficient password protection for a general-purpose IDIC. Bit 0 of every block i the lock bitfor that biock.
Once locked, the block (including the lockbittself) cannot be feld-reprogrammed.
B ofavery bloo s the ock bifor that lok. Ona locked, the lock (nluci the ockse) camnot be maclfed agn duing
configurat
" bagsword mode (PWD bi set) th diret access 0 a single block needs fhe valid 32 bi password o be tansrited. Bt 0 of every
block is the lock bit for that block. Once locked, the block (including the lock bit tself) is not re-programmable through the RF field
again.
Password Protection - The user memory is subdivided into continuous page areas which can be configured so that write or readiwrite
operations on blocks within these pages can only be carried out after the appropriate password has been transitted to the tag
(LoginRead or LoginWiite command). The read and wiite password protections are independent and user definable. The read and
e passwords ar fou n ook 54 e 5 and he page sscurky el ars cefnd i the Page Sectry repserofblock 2. -Look

e F et b Pt oe o [ e T S e
mcludlng he lock i NseW ‘can no longer be reprogrammed. - Master Key - The Master Key controls various operating modes as
able 2.2, For producton est ufposss, other Master Key ¢odes are used, buonce the. Configuration bock has been

double locked these test functions can never be reacivated. If the Master Key is set to 0110, the blocks within the system memory
section have difrent access protection (see Figure 2:5 on e 7). These access rights are fixed and not influenced by the Page
Security Register. P can only be performed after the corresponding LoginWrite or
LoginRead has been successfully et The password blocks themselves are non-readable. Traceabilty and configuration can
always be read but the traceabilty data cannot be altered. A new ATAS558 device, when received by the customer can be considered
as being unprogrammed (all 0 state), the only exception to this being the preprogrammed non-alterable traceabilty information. For the
tag manufacturer to be able to easily set up the tag_passwords, it is possible to provisionally switch the password protection off. e
Measter Key = 0. In this state, itis possible to read and write all non-locked (lock bits = 0) memory blocks irrespective of the page.
security. In this way, new tag passwords or Tag ID's can be defined and written. Blocks, which have once been locked (block lock bit =
I however not be ewriten. When the cusiomer s compleled he tag cofiguraion, the Master Koy isset o (e “sa" sals (= 6)

thus

enabling the full password protection, and then finally the configuration block tself may be locked. In this double locked condition, the

configuration and all other locked blocks are irreversibly set and cannot be changed. This applies to both the user and the majority of

the system memory blocks.

‘The on-chip non-volatile memory of the 320-bit EEPROM (10 blocks, 32 bits each) can be read and written blockwise by a readiwite

base station. e.g. based on the U22708. Up to four blocks consisting of the user programmable ID code, the crypto key and

configurations are stored in six blocks. The crypto key and the ID code can be individually protected against overwriing

In password mode (PWD bit set), the direct access to a single block needs the valid 32-bit password to be transitted. Bit 0 of every

block is the lock bit for that block. Once locked, the block (including the lock bit tself) is not re-programmable through the RF field
again). In Temic datasheet a diagram mention the word "password” but it should be an errorft

In password mode (PWD bit set), the direct access to a single block needs the valid 32-bit password to be transitted. Bit 0 of every

block is the lock bit for that block. Once locked, the block (including the lock bit tself) is not re-programmable through the RF field

again

Password - When password mode is active (PWD = 1), the first 32 bits after the opcode are regarded as the password. They are

compared bt by bit with the contents of block 7, starting at bit 1. Ifthe comparison fails, the ATASS77 will not program the memory,

R il b e LI S S i el ki

Set 1o a value lower than 7 to prevent the password from being transmitted by the ATASS77. Each transmission of the direct

Camman (wo apaod b, 3.1 passwerd, ' i ploe 3 addtese s = 38 bis) neads about 16 m. Testng al posaile combinatons

(@bout 4.3 billon) would take about two years. Each block

includes a single Lock bit (bit0) which is responsible for wite-protecting the associated block. Once locked, the block (including the lock

bittself) is not re-programmable via the RF field - OTP Functionality - If the OTP bitis set to 1, all memory blocks are write protected

and behave as if alllock bits are setto 1. I, in addition, the master key s set to 6, the ATAS77 mode of operation is locked forever

(one-time-programming functionality). If the master key (bits form b1 o b4) s set o 9, the test-mode access allows the re-configuration

of the tag

“The lock bits of the Configuration register are the bits 1 to 5 of the configuration byte (byte 16) and are able to prevent the whole

mory
of the Almel ATASS75M1 from reprogramming. As long as the lock bis are set 0 ‘00000’ the memory i alterable and the device can

b programme by the custrmer.n i caso the Amel ATASSYSH send outdumy dta (UNIQUE format i heade and al s
O G b e T oy i g T R

I o

ATASSTEMNT tan o aur it g devics s oaken e pogrammad da v o0 ol afley esct. I dahery Ste tn 1o s are
programmed to ‘00000b'. Al ther combinations of bit 1 - bit 5 are not defined and may lead to malfunction of the IC.
The lock bits of the Configuration register are the bis 1 to 5 of the configuration byte (byte 16) and are able to prevent the whole.

of the Atmel ATAS575M1 from reprogramming. As long as the lock bifs are set o ‘000000’ the memory is alterable and the device can
be programmed by the customer. In this case the Atmel ATAS575M1 sends out dummy data (UNIQUE format with header and all digits
sto10; B sting th ock b o 0101 the wholo memor is ocked and cannot b alred. Afer Rsel the Almel ATASSTSH1
rters eguir read mode and sencs out er data the user of P an Atmel
TAGS7SM1 can bo s ha t Gevic s cked f he programmed daraar road out ater rose. In daery stas e lock bis aro
programmed to ‘00000b'. Al other combinations of bit 1 - bit 5 are not defined and may lead to malfunction of the I




Type/Model Name

Frequency

Standard/Notes

NXP (Philips)

ATB8RFO01

ATB8RF020

AT88RF256

AT88SCO104CRF CRYPTO
ATB8SC0204CRF CRYPTO
ATBBSCO404CRF CRYPTO

AT88SC6416CRF CRYPTO

MIFARE Ultralight (MFOICU1)

MIFARE Ultralight EV1 (MFOULx1)

MIFARE Ultralight C (MFOICU2)

MIFARE Mini (MF11CS20)

MIFARE Plus S 2K (MF1SPLUS6001/6011/6031)
MIFARE Plus S 4K (MF1SPLUS8001/8011/8031)
MIFARE Plus X 2K (MF1PLUS6001/6011/6031)
MIFARE Plus X 4K (MF1PLUS8001/8011/8031)

MIFARE Classic S50 (MF1ICS50)

MIFARE Classic S70 (MF11CS70)

Mifare Classic Next Generation (MF1S50yyX)
Mifare Classic Next Generation (MF1S70yyX)

MIFARE DESFire V0.6 (MF3ICD40)

MIFARE DESFire EV1 (MF3ICD21/MF3ICD41/MF3ICD81)
(MF31CDH21/MF31CDH31/MF31CDH41)

MIFARE ProX PBRF6x
SmartMX P5Sxxxx

SmartMX P5Cxxx

L.CODEI (SL1ICS30)

L.CODE1 (SL1ICS31)

1.CODE UID (SL2ICS11)
1.CODE SLI (SL2IC520)

1.CODE SLI - L (SL2ICS50)

1.CODE SLI - L HC (SL2ICS51)

1.CODE SLI - S (SL2ICS53)

1.CODE SLI - S HC (SL2ICS54)

1.CODE SLIX (SLS2002/5L52102)

1.CODE SLIX-L (SLS5002/SLS5102)

13.56 MHz

13.56 MHz

125kHz

13.56 MHz
13.56 MHz
13.56 MHz
13.56 MHz
13.56 MHz
13.56 MHz
13.56 MHz

13.56 MHz

13.56 MHz

13.56 MHz

13.56 MHz

13.56 MHz
13.56 MHz
13.56 MHz
13.56 MHz

13.56 MHz

13.56 MHz

13.56 MHz
13.56 MHz

13.56 MHz

13.56 MHz

13.56 MHz

13.56 MHz

13.56 MHz

13.56 MHz

13.56 MHz

13.56 MHz

13.56 MHz

13.56 MHz

13.56 MHz

13.56 MHz

13.56 MHz

13.56 MHz

13.56 MHz

R/W, 256 Bits

256 Bytes

R/W, 32 Bytes
128 Bytes
256 Bytes
512 Bytes
1024 Bytes
2048 Bytes
4096 Bytes
8192 Bytes

R/W, 64 Bytes

R/W, 128 Bytes

R/W, 192 Bytes

R/W, 320 Bytes

R/W, 2K Byte; UID: 7Bytes
R/W, 4K Byte; UID: 7Bytes

R/W, 1K Bytes

R/W, 4K Bytes

R/W, 1K Bytes
R/W, 4K Bytes

R/W, 4K Bytes

R/W, 2K/4K/8K Bytes

R/W, 4-16 KBytes+0S.

R/W, 10-72 KBytes+0S

R/W, 10-72 KBytes+0S

R/W, 512 Bits

R/W, 512 Bits

R/W, 192 Bits
R/W, 1024 Bits

R/W, 512 Bits

R/W, 512 Bits

R/W, 2048 Bits

R/W, 2048 Bits

R/W, 1024 Bits

R/W, 512 Bits

150144438

150144438

150144438
150144438

150144438

15014443A

15014443A

15014443A

15014443A

15014443A / AES encryption
15014443A / AES encryption
1S014443A / AES encryption
15014443A / AES encryption

15014443A

1S014443A

15014443A
1S014443A

15014443A

1S014443A

1S07816-+15014443A

1507816+1S014443A

1507816+1S014443A

15015693

15015693

15015693

15015693

15015693

1S015693/1S018000-3

15015693/1S018000-3

Password checking (8 byles password solred In block3), data locking, a oneway counter. The LOCK command can be executed only
atter proper password validation has been performed. The LOCK command locks the addressed memory location from future changes.
The memory location can still be read with proper password validation. The bits within the LockBits field correspond o the pages within
the memory and, f set 1o *1", prevent allfulure writes to the corresponding page; i., LockBits field bit 6 locks Page 6 when itis setto a
“1"_ There is no mechanism o ever ‘unlock’ a page, so once a page is locked, t can never be unlocked and, as such, can never be
moified. The 31-bit LockBits field is set o all “0°s upon shipment from the factory. The 16-bit value stored in the counter field of Page
2 s incremented by one each time COUNT is executed. Once the value of the counter reaches 0x8000, no further count operations will
e R ey
command is

e e o o ) i O Mo R DO e
after proper password validation has been performed. The LOCK command locks the addressed memory location from future changes.
‘The memory location can still be read with proper password validation. The bits within the LockBits field correspond to the pages within
the memory and, f set to *1", prevent all future writes to the corresponding page; i.e., LockBits feld bit 6 locks Page 6 when itis setto a
*1"_ There is no mechanism o ever “unlock” a page, So once a page is locked, it can never be unlocked and, as such, can never be
modified. The 31-bit LockBits field is set to all “0° upon shipment from the factory. The 16-bit value stored in the counter field of Page
2 is incremented by one each time COUNT is executed. Once the value of the counter reaches 0x000, no further count operations will
be executed, and Page 2 will be effectively locked against further modification. Password valdation must ocour before the COUNT
command is permitied

Password and Write Lock Protection. 1D lenght programmable (4-19 bytes)

- Symmetrical Dy
- Encrypted Passwords with Attempts Counters

- Stream Encryption Ensures Data Privacy

- Four Key Sefs for Authentication and Encryption
- Eight Sefs of two 24-bit Passwords

- Selectable Access Rights by Zone

- Write Lock Mode

- Tamper Sensors

64-bit Cryptographic Keys ((under patent icense from ELVA))

CocR Eyies (Elock2) = They ereble e user o ock parts of e complet=menion sree o g Aeed from user
ory area cannot be restricted via lock bytes functionality. OTP bytes - Block3 is the OTP page and it is preset so

that il bt are <&t to ogic 0 after production. These bytes can be bitwise modified using the WRITE command, The

WRITE command bytes and the current contents of the OTP bytes are bi REdfleeti) il el

contents, This process I rreversible and f a bit is set o logc 1, It cannot be changed back to

cking function per page (per >, Dagus Seftine

memory ek ) - E password protection

Lock bytes - They enable the user to lock parts of the complete memory area for writing. A Read from user memory area cannot be

restricted via lock bytes functionality. OTP bytes - Page 03h s the OTP page and it is preset so that allbits are set to logic 0 after

production. These bytes can be bitwise modified using the WRITE command. The WRITE command bytes and the current contens of

the OTP bytes are bitwise OR'ed. The resuit s the new OTP byte contents. This process is irreversible and if a bit s set to logic 1, it

ST s =E 0. 3DES Autheniication proves that two eniies have the same sacet and each eniy can be sean as

for the coming algorithm ek() is 2 key 3DES encryption.

Mulual three = ibericaton (SONEG DIS 9793 e e
pplication with key hierarchy. The access conditions for every data block and sector trailer are defined by 3 bits, which are

e Invrted i the sacorrale of the specifd sacor The sccess s corirol the ights of mamary sccess using

the secret keys A and B. e altered, levant key and condition

allows his operation. Wea Pmpne!zry cipher - Short key (max. 48 bit) <~ Analy\lczl attacks possible.

- Access conditions. «eeny cunngumme Optional support of random IDs - - Mult-sector authentication, Mult-block read and write -

'AES-128 used for authenticity and integrity - Anti-tearing mechanism for writing AES keys - Keys can be stored as MI

- Access conditions freely configurable - Optional support of random IDs - - Mult-sector authentication, Mult-block read and write -

AES-128 used for authenticity and integrity - Anti-tearing mechanism for writing AES Keys - Keys can be stored as MIFARE

Mutual three pass authentication (ISO/IEC DIS 9798-2); individual set of two 6 Bytes keys per sector (per application) to support

multi-application with key hierarchy. The access conditions for every data block and sector traler are defined by 3 bits, which are

stored non-inverted and inverted in the sector trailer of the specified sector. The access bits control the rights of memory access using

the secret keys A and B. The access condi be altered, the rel t condition

allows this operation. Weakness: - Proprietary cipher - Short key (max. 48 bit) <~ Analytical aftacks possible.

Mutual three pass authentication (ISO/IEC DIS 9798-2); individual set of two 6 Bytes keys per sector (per application) to support

mult-application with key hierarchy. The access conditions for every data block and sector traler are defined by 3 bits, which are

stored non-inverted and inverted in the sector trailer of the specified sector. The access bits control the rights of memory access using

the secret keys A and B. Th be attered, the relevant key and the current access condition

allows this opeml\or\ ey S o) [ T L e okl

Manufacturer pr yte UID or 4-byte NUID identiier for each device - Random ID support - Mutual three pass

e FIRBIRC s 70 e e e ]

Manufacturer programmed 7-byte UID or 4-byte NUID identifer for each device - Random ID support - Mutual three pass

authenteaton (SOIEG DIS gm.z; inciviaal seof wo keys per sacor 1 upport mll appicaton wih ey nerarchy

- 3DES w/ 112-bit key for authentication and data encryption

- 14 keys per application + 1 master key

- Access rights on file level

- Based on asynchronous 8051 w/ 3DES engine

- Analyical attacks not possible but Side-channel attacks are possible

- pass mutusl autientcaton based on the oyplo used

=Confdentaly Eneceplon bsse on cryplo
- TDES DESFre Natve Mode: 16-bye: ey symmetry DES or TDES. TDES Standard Mode: 16-byte; based on key

S STOES: 361 hyle AeS. ey AES 128

- 3-pass mutual e crypto used.

- Confidentiality En/Decryption based on crypto used

The Write Access Condition bits n block 2 determine the write access conditions for each of the 16 blocks. These bits can be set only
100 (and never be changed to 1) i.e. already write protected blocks can never be written to from this moment on. This is also true for
o e S By B 7 B 9 S S
are possi

e Wit Access Condilon s n lock 2 determine the write access condiions for each f the 16 blocks. These s can be set orly
100 (and never be changed to 1) i.e. already write protected blocks can never be written to from this moment on. This is also true for
block 2. Ifths block is set into wiite protected state by clearing of bits 4 and 5 at byte 0, no further changes in write access conditions
are possible.

none
‘The Write Access Condition bits in block -1 determine the write access conditions for each of the 28 user blocks and the special data
block. These bits can be set only to 1 with a lock command (and never be changed back o 0),i.e. already write protected blocks can
never be written to from this moment on,
Password protected Label Destroy: With the 32-bit destroy password an addressed label can be destroyed with the Destroy command.
That status is irreversible and the label will never respond to any command again. Password protected Privacy Made: With the 32-bit
Privacy password a label can be set o the Privacy mode with the Set to Privacy Mode command. In that mode the label will not
respond to any command except of Get il it rece the right Privacy password. That mode is
o el sl e e e o e o e o e oo B s rofentad = S ool
L B )
el if the 10 th Il within the menoned commands. Lock mechanism for sach
aer mamon biock (wre protecton)
Password protected Label Deslmy With the 32-bitdestroy password an addressed label can be destroyed with the Destroy command.
That status is irreversible and the label will never respond to any command again. Password protected Privacy Mode: With the 32-bit
Privacy password a label can be set o the Privacy mode with the Set to Privacy Mode command. In that mode the label will not
D except of Get tilit the right p That mode is
i ivacy. - Password proteced EAS Functonaiy
Wit 52-01 EAS password i adaressed 1360 can bo s 1 & Mol tnat thes commands Set EAS and Reset EAS are o
executed by the label i the right EAS password i transmitted to the label within the mentioned commands. Lock mechanism for each
user memory block (write protection)
OTP Memory for EPC Code The memory for the EPC cm is an one time pmgrammahla emary. tich ensures ha h dal can
be write onl rotected memory management (Read/Wiite access)
Pages (1 page = 4 bocks of 4 byte each) can be e e only authorized users get readiwite
access 1o the protected parts of the user e (anti counterfeiting). - Password protected Label Destroy: With the 32-bit destroy
password an addressed label can be That status is i ile and the label will never respond
10.any command again. - Password protected Privacy Mode: Wit the 32-bit Pivacy password a label can be set o the Privacy mode
1 ) e G T e e T G v e il i
Number il it receives again the right Privacy password. That mod to meet the o take care
ol s clsomers pvaoy- Pesmiore protecked EAS Funclonsil Wik the 32 EAS pasewor e sodrsssed abl can ba et
mode that Set EAS and Reset the label if the right EAS password is transmitted to the label
i b e e et s oty ok s prgecion),
ry for EPC Code: The memory for is an one time programmable memory, which ensures that the data can
not be changed after user programming (can be write only once) - Password protected memory management (Read/Write access) :
Pages (1 page = 4 blocks of 4 byte each) can be protected with a password, which ensures that only authorized users get readiwite
access 1o the protected parts of the user memory (anti counterfeiting). - Password protected Label Destroy: With the 32-bit destroy
password an addressed label can be destroyed with the Destroy command. That status is irreversible and the label will never respond
to any command again. - Password protected Privacy Mode: With the 32-bit Privacy password a label can be set o the Privacy mode
¥t the Set o Privacy Mode command. at mode thelabel wil notrespond o any command exosp ofthe command Gel Rancom
Mumoer il . rsceves sgsin th At Prvecy pesswos meet o take care
of the customers privacy. - Password protected EAS Func\mnalw iR e L B
mode that ot EAS and Reset EAS  the sbelfthe riht EAS pessword i transmid o the abel
within the mentioned commands. Lock mechanism for each user memnry block (wite protection)
Pacaword protecion EAS and AF| fonctonalty. The 32 i EAS/AF! paseword snables e addessed abel f be se n @ mode where
the EAS status and the AFI value can only be changed if the correct EAS/AFI password is transmitted to the label within the mentioned
commands. Lock mechanism for each user memory block (wite protection)
Password protected Label Destroy: The 32-bit Destroy password enables an addressed label to be destroyed with the DESTROY
SLIX-L command. That status is irreversible and the label will never respond to any command again - Password protected Privacy
Mode: The 32-bit Privacy password enables a label to be set to the Privacy mode with the ENABLE PRIVACY command. In this mode
PR e E e o o s R R
B T e
o take Gare of the customers pvacy - Password rotected EAS and AFI functonalfy: The 32-bit EASIAFI password snables
i adressed el 1 be set n @ mode where the EAS status and the AF|value can oty be changed f the correct EASIAFI password
i< ransmitedto th labe wihin he mentoned commands. Look mechanisi for sach user memery bock (wre protection)




YD lel Name Frequency Standard/Notes Securif
Fassword protecied Pages (1 page = 4 blocks of 4
e e e o
outeriling) - Pasowordprtcied Label Desty: The 321 Desiry passwordenablesan adresed abl o b desiroyed wih the
DESTROY SL the fabel il - Password protected
y g Privacy e The 52.01 Py pasewor onabios & el .6 set 10 1 Prvacy ode it he ENABLE PRIVACY somond. in
e BEIhE (D SRS [Solseoafspies i e e L o e R O o e
the take care of s pvacy - Passord
rolacion EAS and AP faneioniy: e 2. EASIAFY password snables i adrossed et o b set 1 &
st he EAS 0 andlor o AFl vlv can iy b changed i th corect EASIAF pasoword i it o ik
loned commands. Lock mechanism for each user memory block (write protection).
ERS (Bectone functionalty - with 32-bit il
1.CODE ILT (SL251402/1502/1602) 13.56 MHz R/W, 240 Bits 15018000-3 pasaword t Allow a faniion inf e Sbcured Sae - Long readi ranges Que o axvemely ow power design. Lock mechanism for
each user memory loc (o proecton).
naiity - with 32-bit il
1.CODE ILT-M (SL251412/1512/1612) 13.56 MHz R/W, 510 Bits 15018000-3 o a ansiion n 1 Sbcured S, The user mamary can bé wie 0ekea, permananty i looked, ulocked,
Demanenty anocked o block permalocked
1.CODE EPC (SL2ICS10) 13.56 MHz R/W, 136 Bits EpC Lock mechanism for each user memory block write protection).
1.CODE UID (SL2ICS11) 13.56 MHz R/W, 192 Bits EPC Label destroy command with 24 bt destroy code protection.
1.CODE UID-OTP (SL2ICD12) 13.56 MHz R/W, 192 Bits EpC Memory is OTP. Label destroy command with 24 bt destroy code protecion.
HITAGT HT1ICS30 (Vegas) 125 KHz R/W, 256 Bytes Encryption, authenticaton, 2x32 Bit passwords.Parts of memory can be write protected by the user.
HITAGI HT1DC20530 125 KHz R/W, 2048 Bits Encryption, authentication, 2x32 Bt passwords.Parts of memory can be write protected by the
Encypton, ahentcalon, 18 it Kaytreh ond 455t Keytow 3 passworas (33 and 24 B & Mosas: Crypto = i using crypied
transmission; Password = rw in plain text previous password check: A = EM4100 - 8 = Anima ID; C = PCF793x. HITAG 2 i the name
ofthe protocol used by the transponder andis dentfied as ID46 by SILCA's RWA. The original transponder from NXP is of the type.
LI YER) GTZA(EEED Bl AL, SRS RS PCF7936 (or same product family). Nevertheless, SILCA and JMA offer compatibl transponder types, too. I case of SILGA, this
iansponder i caled 14 andncaseof JA s called 2. St ane il most cases nd h mere gserc name Phis 209
Generation Crypto Code for this ype of iransponder.
Ererypion, sotenteaton 16 B Kophich 45 B KeyLow 2 passwords (52 and 24 B § Modes: Crypo = usig cyped
(AR (AR Bl RAEZE =) BT AS transmission; Password = rw in plain text previous password check; A = EM4100 - B = Animal ID; C = PCF793x.
HITAG S HTSICH32 125 kiz Read Only, 32 Bits 15011784/11785 none
HITAG S HTSICHS6 125 kiz R/W, 256 Bits 15011784/11785 32 Bit Unique Identifcation Number (UID); 4 Lock (1) functonaity
HITAG S HTSICH48 125 kiz R/W, 2048 Bits 15011784/11785 32 Bit Unique Identifation Number (UID); 48 Bt secrat key based encrypted authenticaton. Secure Memory Lock (rw) functonalry.
HITAG p HTMS1001 125 KHz R/W, 128 Bits 15014223 Memory Lock functionalty - 32-bit password feature.
HITAG p Advanced HTMS1001 125 Kz RIW, 512 Bits 15014223 Mermory Lock functionalty - 32-bit password feature.
HITAG p Advanced-+ HTMS1x01/HTMSBX01 125 Kz RIW, 1760 Bits 15014223 Memory Lock functionaiity - 32-bit password featre.
HITAG RO HTCICC640x 125 kHz Read only, 64 Bits 15011784/11785 none
PCF7900/PCH7900 315/434/869/915 MHz Fractional-N Transmitter IC (FraNTIC).
Witelock mechanism (reversible) excluded block]. Password (56 bits) to protect rom wriing (may be readable or not). This
PCF7930 125 kHz R/W, 1024 iransponder is a 2nd generation type transponder and uses the PIT protocal. It is compaible o the 1st ganeration protocol and offers
the option of using a synchronization cod scheme. Because of ths, almost al car manufacturers have implemented thir own scheme,
Wiitelock mechanism (reversible) excluded block]. Password (56 bits) to protect from writing (may be readable or not). This st
PCF7931 125 KHz R/W, 1024 genraion po rsnsponcer mploment h cad capabiie ot PIT rfocol.As s ransponderis TP ther s 1o gpanof
using a synchronization code
g lock mechaniam (eversile) oxcluded blook]. Password (56 bis) o prtectrom wing vy b adabl or ) Addoal
PCF7935 125 KHz RW, 1152 shacw momary (ot presnt n PCE7S1)mpemens the SECT p . using a
peciiod coher
2651 Se order betweer PROM
PCF7936 (Hitag2) 125 KHz ? Tebivrte potecion foctures, Ths 8 i ot HITAGA vanaponder and doee not e any UL capabiites Hence, 1 ssod sl or
immobizets. UID scheme: <X XX 1X
PCF7937 (Hitag2 Extended) » » »
PCF7938 (HITAG-Pro) » R/W, 448 Bytes 96-bit secret key.
PCF7939 (HITAG-Pro) » » AES-128.5it
This transponder includes UHF capabilfies and a RISC Confroller with a 4 kB ROM that i sed to program keyless entry fatures.
e (GlE) Renlel @ P Transponders of this type aro also termed *STARC lite" (Securty Transponder and RISC Controlier).
PCF7942/43/48 (Hitag2 n m PCF7942/43/44 This transponder includes UHF capabilles and a RISC Controllr ith an 8 kB ROM for programming keyless entry
(Hitag2) features. Transponders of this type are also called *STARC (Security Transponder and RISC Controlier). UID scheme: XX XX XX 4X.
This transponder uses an updated protocol version (in comparison with PCF7941/42) to communicate via UHF for keyless entry
ECRZCSICa02) Remcisieyiesse A purposes. e inmoblzatonfestures o the same o2 bove,
In contrast o the STAR does ot have a and instead feaures a buitin roling
(REFEX A GREER) P P Codl gonerator for Keyiees onry. 1D scnare: 0CXX X BX.
PCF7952 (HITAG-Pro) Keyless entry/go ? This transponder is the first for keyless-go applications and again offers a RISC controller. UID scheme: XX XX XX 7X.
PCF7953 (Hitag2) Keyless entry/go » >
PCF7961/22 (Hitag2) Remote keyless entry 7 ?
NCF2940 Remote keyless entry 7 ?
NCF2950 Keyless entry/go » »
NCF2970 Keyless entry/go »
UCode HSL (SL3ICS3001) 860~960MHz/2.45GHz R/W, 256 Bytes 15018000 ST T D ST
UCode EPC v1.19 (SL3ICS10) 860~960MHz/2.45GHz  R/W, 96+256 Bits 15018000 it access password - 32-it Kl p
az m Kl password o pormaneriy msabls o ag -2 it access passwor 1 allow a ransiton no the secured ransrissin sate.
UCode EPC G2 (SL3ICS10) 860~960 MHz RIW, 64 Bytes 15018000 rindividual d inividual memory banks allow for permanent lock (permalock) status
e
Private User Memory area protacted by special User Password - Memory read protection - Tag tamper alarm - 32 bit Kill Password fo
UCode G2iL/+ (5L351203/1213) 840~960 MHz R/W, 128 Bits permanently disable the tag - 32 bit Access Password to alow a ransition nto the secured state - 32 bit User Password to allow
access o the private user memory segment - Read protection - BlockWrite (32 bt) - Write Lock - BlockPermalock
Private User Memary rea potected by special User Password - Memry read protecon - Tag tamperaarm - 52 i Ki Password o
UCode G2iM/+ (SL351003/1013) 840~960 MHz R/W, 256 Bits permanenty dable e g - 32 bi Access Password oalow a ransion o e socured siate s Password o alow
access 1o the private user memory segment- Read protecton - BlockWrite (32 it - Wit Lock - BlockPermalocs
" 9 2 Rend ot prtects il memoy comtent ndoding GRG1 fom unauthorized eading.- 32t Kl e
UCode G2XM (SL3ICS1002) 860~960 MHz R/W, EPC 240 Bit, TID 64 Bits 1S018000-6 O e T e
. L aas Protoc prtect il momary cotent gl CRC1 o unauthortesresing. 3254 i password o permansrly distie
LcerEiG ClEIEE 1202) Eeosesclilz (T eI B EDL2000e0 the tag - 32-bit access password to allow a transition into the secured transmission state.
UCode 7 (5L351204) 860~960 MHz none 15018000-6 321 passwrd o pranenty dsale e tag - 32 access password
’ d p password the tag - 32:bit ACCE: o.llow atransiton ino the.
UCode 12C (SL354011/4021) 860~960 MHz/12C R/W, 3328 Bits 1S018000-6 e et
- Field programmable read-only locking functon per page for first 64 bytes - Feld programmable reac-only locking function per block -
[REREY 13.56 MHz A EDETS 150144434 £ er il O Tes oo (0T v 1ol i
Capabity one time locking funciion per page (per 2 pages for the
NIAC210 L3O [ =S SR I S unglnallly s\gnalum 32-bit password proteciion to prevent unauthorized memory operafions,
Capabilty locking funciion per page (per 2 pages for the
SIS 13.56 MHz [ B 150144434 Eus el e st N sl i e T e o el o
(SIS R T AEOES SR Field programmatl -y cking ncion prpae for et 16 pags - Fild programmatie ey fockig ncian s
Fiod programmats reaconly ocking uncion pa page fo the fst 16 pages - Fied pograrmiabl reac-only locking functon per 18
NTAG215/215F 13.56 MHz R/W, 540 Bytes 150144434 pages. Coniigurable password protecton with optional mit of unsuccessful atiempls - Anti-tearing supportfor capabilty container (CC)
and lock bits - ECC supported originalty check.
Field programmabl read-only locking functon per page for the first 16 pages - Field programmable read-only locking functon per 16
NTAG216/216F 13.56 MHz R/W, 924 Bytes 150144437 pages. Conligurable password protection with optional mit of unsuccessful attempls - Anti-tearing supportfor capabilty container (CC)
and lock bits - ECC supporied orginality check.
NTP300x 13.56 MHz 7 150144434 Activison game item (ex. Skylanders)
Encrypled data transmission and  high security due {0 unique protection
Prime MIM256 13.56 MHz R/W, 256 Bytes LEGIC RF Standard (failed [S014443F) for each segment. compalible with the existing LEGIC infrastructure. Cards and readers cannot authenticate each other;lack of
ncrypted data transmission and a high security due to unique rotection
Prime MIM1024 13.56 MHz R/W, 1024 Bytes LEGIC RF Standard (failed IS014443F) lor ‘ach segment.compalioe with the exiting LEGIC infrasructrs. Cards and reacers cannet auhentica each cther:lack o
ryptography.
RICIZENY 1356 Mz [ FE7ES 15015693 3DES, DES, LEGIC encryption; 96 Bit cryptographic authentication.
S 1356 MHz [RA ZEOERES 15015693 3DES, DES, LEGIC encryption: 96 Bit cryptographic authentication.
AT 1356 Mz REREECETES 15015693 3DES, DES, LEGIC encrypion; 64 Bit cryptographic authentication.
(USRI 1356 MHz [RAh MRS EAES 15015693 3DES, DES, LEGIC encryption: 64 Bit cryptographic authentication.
LEGIC (Y BE00E [ B0 [S01e0s 3DES, DES, LEGIC encrypion; 64 Bit cryptographic authentication.
(EIETY 13.56 MHz [ BB 15015693 3DES, DES, LEGIC encryption: 64 Bit cryptographic authentication.
UETLD 1356 MHz [ ETACTED 15014443 3DES, DES, LEGIC encrypion; 64 Bit cryptographic authentication.
FUSTRID 13.56 MHz [RAl, A B 1s014443 3DES, DES, LEGIC encryption; 64 Bit cryptographic authentication.
UEITD 1356 MHz [RATh AR EAES 15014443 3DES, DES, LEGIC encryption; 64 Bit cryptographic authentication.
DD 1356 Mz [RREEEDEES 15014443 3DES, DES, LEGIC encryption: 64 Bitcryptographic authentication
AFS40961P 13.56 MHz R/W, 4096 Bytes IR AES (1281256 Bit), 3DES, DES, LEGIC encryption. 112 Bit cryptographic authentication.
EEEDD 13.56 Mz RARC02/22c DY 1SO14443A/LEGIC RF Standard e (1761256 i, 3DES, DES, LEGIC encryption. 112 Bit cryptographic authenticaton.
SLE 44R35/T/S 13.56 MHz R/W, 1K Bytes 150144434 Vi corpatbia

Infineon



YD lel Name qH Standard/Notes
“2wa 64-bit secret ke belween reader and card
-2 keys for each sector allow hier ey management
- Multi-level security structure possible
SLE 55R01 13.56 MHz R/W, 160 bytes 15014443A - Individual access rights for each key within a sector or each page
- Only one sector can be opened ata time
- Data integrity supported by 16 bit CRC (IO 3309) and 32 bit MAC (after authentication)
- Access protection of EEPROM by transport keys on chip delivery
- 2.way authentication with 64-bit secret key between reader and card
-2 keys for each sector allow hierarchical key management
- Multi-level security structure possible
SLE 55R04 13.56 MHz R/W, 770 bytes 15014443A - Individual access rights for each key within a sector for each page
- Only one sector can be opened at a time
- Data integrity supported by 16 bit CRC (IO 3309) and 32 bit MAC (after authentication)
- Access protection of EEPROM by ransport keys on chip delivery
- 2.way authentication with 64-bit secret key between reader and card
for each sector allow hierarchical key management
- Multi-level security structure possible
SLE 55R04E my-d™ prox-enhanced 13.56 MHz R/W, 6160 Bits 15014443A - Individual access rights or sachkey wiin  setor for ach page
- Ony one secorcan b opened ata
= SUpporid by 16 bt GRO (S0 3308) and 32 it MAC (atr authentication)
ccese ot of SEPOM by warsvartkeys o e dovery
ey abihonicaton wit 84 bit secet key boween reader and card
-2 keys for each sector allow hierarchical key management
- Mult-level security structure possible
SLE 55R08 13.56 MHz R/W, 1280 bytes 15014443A - Individual access rights for each key within a sector for each page
- Only one sector can b apened ot a e
- Dat supparted by 16 D CRC (IS0 3309) and 32 it MAC (e athenicaton)
 Accas protecion of EEPROM by transpor kevs on hip delv
ey abihontcaton wit 84 bit secret key boween reader and card
-2 keys for each sector allow hierarchical key management
- Multi-level security structure possible
SLE 55R16 13.56 MHz R/W, 2560 bytes 15014443A - Individual access rights for each key within a sector for each page
- Only one sector can be opened at a time
- Data integrity supported by 16 bit CRC (IO 3309) and 32 bit MAC (after authentication)
- Access protection of EEPROM by transport keys on chip delivery
- 2.way authentication with 64-bit secret key between reader and card
-2 keys for each sector allow hierarchical key management
- Multi-level security structure possible
SLE 55R16E my-d™ prox-enhanced 13.56 MHz R/W, 20480 Bits 150144434 - Incividual sccess rights or sachKeywitin  sector for sch page
- Only one sector can be opened at
-bain eorty supported by 16 b GRG,(1S0 3309 and 32 i B
- Access protection of EEPROM by ransport keys on chip delive
SRF 55V01P my-d™ light 13.56 MHz R/W, 104 Bytes 1SO/IEC 18000-3 Mode 1 Each block can be permanently locked against overwiting.
SRF 55V02P my-d™ vicinity 13.56 MHz R/W, 256 bytes 15015693
SRF 55V02P HC my-d™ vicinity 13.56 MHz R/W, 256 bytes 15015693
SR 55025 my-d™ viinty secure 13.56 MHz R/W, 256 bytes 15015693 ncividuslfocking of blocks/ 7 caponss sscuriy
SRF 55V025 HC my-d"™ vicinity secure 13.56 MHz R/W, 256 bytes 15015693 o e Ty aumammauon 2:way mutual authentication with 64-bit key length - 2
SRF 55V10P my-d™ vicinity 13.56 MHz RIW, 1024 bytes 15015603 Kys por sotor allow hirarchial ko managerment Mulovel possible - 32bit message authentication code (MAC)
SRF 55V10P HC my-d™ vicinity 13.56 MHz R/W, 1024 bytes 15015693 vertying data access - TransportKey atchp delvery.
SRF 55V10S my-d™ vicinity secure 13.56 MHz R/W, 1024 bytes 15015693
SRF 55V10S HC my-d™ vicinity secure 13.56 MHz R/W, 1024 bytes 15015693
SRF 66V10 PIM (Phase Jitter Modulation) 13.56 MHz R/W, 10K Bits 1SO/IEC 18000-3 48 bit password - Lockable chip memory.
5532: Write Protection - 5542: Wiite: Code (PSC) - 5552:
SLE 55x2 (5532/5542/5552) contact only R/W, 256 Bytes 1507816 ProtectionsProgrammable Security Code (PSG).
SLE 55X8 contact only R/W, 1024 Bytes 157816
SLE 66R01P/PN my-d™ move (PN s already NFC initialized) 1356 MHz R/W, 152 Bytes 15014443A 52 bit of One Time Programmable (OTP) memory area
SLE 66RO1P/PN my-d™ move (PN is already NFC initialized)  13.56 MHz R/W, 152 Bytes 150144437 S AT i e e
SLE 66R04P my-d™ NFC 13.56 MHz R/W, 616 Bytes 15014443A : Block Lock mecharism [—
= - Optnal 32 it Passwor or Roadrteor Wite access
SLE 66R16P my-d™ NFC 13.56 MHz R/W, 2048 Bytes 15014443A o e e s Ll
SLE 66R32P my-d™ NFC 13.56 MHz R/W, 4096 bytes 15014443 - Optional 16 bit Value Count
SLE 66R04S my-d™ proximity 2 13.56 MHz R/W, 512 bytes 1S014443A Z‘afe-v'-":e-?" c':aﬂe‘wT and f;%;::’s? secu{‘:(y ﬂ'gﬂ'&"m N ay
= - 2.way mutual authenication with 64-bit secret key between reader and card for basic secu
SlE S v ey 2 BBl [, 28D U -2 keys for each sector enable hierarchical key management
SLE 66R32S my-d™ proximity 2 13.56 MHz R/W, 4096 bytes 15014443A O s
SLE 66R35 (Mifare compatible 4Bytes Unique UID) 13.56 MHz R/W, 1K Bytes 15014443A gl T rd and reader for
4 bitkey t
SLE 66R351 (Mifare compatible 4Bytes non-unique UID) 13.56 MHz R/W, 1K Bytes 15014443A e e e e )
SLE 66R35R (Mifare compatible 4Bytes Reused UID) 13.56 MHz R/W, 1K Bytes 15014443A ~Transport key at chip delivery
SLE 66R35E7 (Mifare compatible 7Bytes UID) 13.56 MHz R/W, 1K Bytes 1S014443A S ey UL Gloseninn
- Cérified Truie Random Number Generaior wilh firmware (8st fUnction SUpporiing AIS-31 requirements.
- Dual Key Triple DES (DDES) Acclerator
; R/W, 4K/BK/16K/18K/36K/78K/80K - Advanced Crypto Engine with support of:
SLE 66CLXXPE (security IC / Crypto) 13.56 MHz Bytes 1S014443A/B+contact B T o AT
- Up to 2048-bit RSA calculation via fast and secure RSA 2048 crypto library (CC EALS+ already certiied with SLEGBCX360PE)
- Elliptic Curves over GF(p)
SLE 77CLFxxxP 13.56 MHz up to 100 15014443 +contact
SLE 77CLFX0P 13.56 MHz up to 240K 15014443 +contact
SLE 77CLFB1CIP 13.56 MHz up to 16K 15014443 +contact
SLE 66CLBITRM4 up to 8K 15014443
k) 13.56 MHz RALIOKENS 1SO/IEC 18000-3 Mode compliant |,y ohip memory to prevent overriting of user or manufacturer selected defined area - Opional 48 bitpassword protecton to
tunauthorised wiite
SRF66V10ST 13.56 MHz R/W, 10K Bits 1SO/IEC 18000-3 Mode 2 ettt b
SRF66VO1ST 13.56 MHz R/W, 1280 Bits ISO/IEC 18000-3 Mode 2 b
. Blocks from 4 t0 15 can be write protected (blocks from 0 to 3 are ROM) in groups of 2 blocks; write access is controlled by the 8 Bits
SRLZ0) L3.olNus] [ EOED [SOLEE3E) of the OTP_LOCK_REG register located at block address OF. Once protected these blocks (4 10 15) cannot be unprotected
Blocks can be writs protected; write access is controlled by the 8 Bits of the OTP_LOCK_REG register located at block address FF.
SRIS12 13.56 MHz R/W, 512 Bits 150144438 Once protected these 2 Count-Down Binar automated antitearing protection (a
protected counter block behaves like a ROM block).
Blocks can b wrf prolcted; i acces s conrolled by the 8 Bis of the OTP. LOCK_REG registerocaed t bock addoss P
Once protected thes mutual i’ CRX14 chip -
SRSL2 REEbs [ EBES ISoLgse proprcary agortom. 2 Count Doun Biary Gomers (blocks .2nq ) i utarmatod antseaig protecton (4 potcied couner
block behaves ike a ROM block).
Blocke rom 1o 5 can bé wee proecied wis access s coniralled by ihe 8Bt of the OTP.LOCK REG register cated i bk
SRI2K 13.56 MHz R/W, 1024 Bits 150144438 address FF. Once protected these blocks (7 to 15) cannot be unprotected. 2 Count-Down Binary Counters with automated antitearing
protection.
Blocks from 7 to 15 can be wite protected; write access is controlled by the 8 Bits of the OTP_LOCK_REG register located at block
SRI4K 13.56 MHz R/W, 4096 Bits 150144438 address FF. Once protected these blocks (7 to 15) cannot be unprotected. 2 Count-Down Binary Counters with automated antitearing
Blocksfom 7o 15 can be i prolecied e acces s confolled by the 8 Bis f the OTP_LOCK_REG reiser octed af back
SRIXAK 13.56 MHz R/W, 4096 Bits 150144438 address FF. Once protected these blocks (7 10 15) ca
oroiaed ith GROXH ch ropritany algonte. 2 Count Down Binary Coumtars wih ulomated i earng resocion
cks can be write protected; write access is controlled by the 8 Bits of the OTP_LOCK_REG register located at block address FF.
SRT512 13.56 MHz R/W, 512 Bitss 150144438 Once protected these blocks cannot be unprotected. 2 Count-Down Binary Counfers wih automated anti-tearing prote
protected counter block behaves like a ROM block). [Differences from SRIS12: SRT512 s not provided with resettable OTP areal.
. Blocks from 10 t0 14 are wrte-once read-many (WORM) memory. It s possible 1o wite 1o each of them once; afer the first valid wiite
LRICS EEBLLE [, S EIS(I) 15015693 with WORM User Area  ccess, the biock is automatically locked, and only read commands are possible.
Each sector can be individually read and/or write protected by one out of three available passwords. A sector provides 32 blocks of 32
bits; each read and wite access are done by block. Read and wiite block accesses are controlled by a Sector Security Status byte that
defines the access rights to all the 32 blocks contained in the sector. If the sector is not protected, a Wite command updates the
LRISSHC EEBLLE RAVICLIZOBI=NUID) 15015693 with WORM User Area - compiete 32 bits of the selected black. Each memory sector of the LRIS64K is assigned with a Sector security status byte including
ST Microelectronics Sector Lock bit, two Password Control bits and two Read/Wiite protection bits;the protection of a locked sector cannot be changed.on
delivery, the three default password values are set to 0000 0000h and are activated.
LRIIK 13.56 MHz R/W, 1024 Bits 15015693 Lock Block command to permanenty locks the selected block. Kill command available.
LRI2K 13.56 MHz R/W, 2048 Bits 15015693 Lock Block command to permanenty locks the selected block. Kill command availabl
Each sector can be individually read and/or write protected by one out of three available passwords. A sector provides 32 blocks of 32
bits; each read and wite access are done by block. Read and write block accesses are controlled by a Sector Security Status byte that
defines the access rights to all the 32 blocks contained in the sector. Ifthe sector is not protected, a Wite command updates the
=2 B0 [ 2 BEm ISO1SCo3 complete 32 bits of the selected block. Each memory sector of the LRISB4K is assigned with a Sector security status byte including a
Sector Lock bit, two Password Control bits and two Read/Write protection bits; the protection of a locked sector cannot be changed.on
delivery, the three default password values are set to 0000 0000h and are actvated.
ST13 family replaced by ST21 family 13.56+contact 150144438 2
ST16R820 13.56MHz R/W, 576 Bytes 150144438 Protected One Time Programmable block (32 or 64 bytes)
ST16RF52 13.56 MHz R/W, 2Kb 150144438 Protected One Time Programmable block (32 or 64 bytes)
STI6RFSS 13.56 MHz R/W, 8Kb 150144438 Protected One Time Programmable block (32 or 64 bytes)
Securty hardware firewall for memories (access rules are user defined and can be selected by mask-options) and hardware DES
. accelerator (accessible via cryptographic software libraries located in ST ROM) with library support for symmetrical aigorithms: DES,
ELRROZCRSlan placdbys e tanty) e L&D SRR triple DES, DESX computations and CBC chaining mode...; FIPS 140-2 compliant random number generator with two G.U.N. registers,
(Generators of Unpredictable Number)
ecurty hardware firewall for memories (access rules are user defined and can be selected by mask-options) and hardware DES
5 accelerator (accessible via cryptographic software libraries located in ST ROM) with lirary support for symmetrical aigorithms: DES,
[PEEEE 3 EErceac RAA LSOLES3B/E triple DES, DESX computations and CBC chaining mode... ; FIPS 140-2 compliant random number generator with two G.U.N. registers,
(Generators of Unpredictable Number).
Securtyhardwars freval or mamorie (sccess ke ars user defined andcan b seectd by masicaplons) and iardvare DES
SRR e, T, EHED ble via located in ST ROM) with lirary support for symmetrical aigorithms: DES,

il DES, DESX computations and CBC chaining mode...; FIPS 140-2 compliant randio number generator with two G.UN. registers
(Generators of Unpredictable Number



Type/Model Name Frequency Standard/Notes
Security hardware frewall for memories (access rules are user defined and can be selected by mask-oplons) and hardware DES
y accelerator (accessible via cryplographic software liraries located in ST ROM) wilh library supportfor symmefrical algorithms: DES,
AR e RALEED [SOLES I8 /B By b triple DES, DESX computations and CBC chaining mode...; FIPS 140-2 compliant random number generator with two G.UN. registers.
(Generators of Unprediciable Number). Enhanced NESCRYPT crypto-pracessor for public key crypiography.
Security hardware frewall for memories (access rules are user defined and can be selected by mask-options) and hardware DES
accelerator (accessible via cryplographic software liraries located in ST ROM)with library supportfor symmefrical algorithms: DES,
’ rple DES, DESX computations and CBC chaining mode... FIPS 140-2 compliant random number generator with two G.UN. registers.
[RAESES Eleaspee [, 20 EDREDD (Generators of Unprediciable Number). 1088 Bit Modular arithmetic procssonuth ey aupor for e gty <o
modular muliplication and squaring using Monigomery method - Software Crypto libaries in separate ST ROM area for effiient
ot SO0 w50t f svanced nilons « Sowars S5laciab Sperand langi o to 76 s
~Three-key Triple DES accelerator
- AES accelerator
- NESCRYPT coprocessor for public key cryptography algorithm
. - Protection against multple attacksThe SR312052 features hard
F=d Eleaspes RRAEERUESRE e TERRKRRERD AES ol s & iheporrmancs mpemeniaion o AES25. AES-195. AE0.555 sgerihe. e S4ey Tople DES
B e e
registers and one data register, while the NESCRYPT P i
Cperations up (0 4096 it long. Two 16-bi generalpurpose timers are avallae; one s configurable as & watchdog,
SR31 13.56 +contact R/W, 16K, 22K, 38K, 40K, 52K Bytes 1S014443A/8/8'
Lock-sector command sels the access rights and permanentl focks the selected sector (1 sector = 32 biocks). Mulple password
protecion in RF m
Single password protection in 12C mode. In 12C modeThe M24LRO4E-R controls [2C sector wite access using the 32bit-iong [2C
M24LRO4/16/64E-R 13.56+12C R/W, 4K, 16K, 64K Bytes 15015693 passordand he G4 i 10 Wit Lock i ara. I R moce, each memry sector o th M2ALROAE.R canbo indiiualy proteted
by one ou of thee available 32bit passwords, and each sector can also h
o i MEALRDIELR b asslgned i Socio sy ok e i a Soco Lock o, v Fastrerd Coney bl ame
Read/Write protection bis.
"Lock-sector command sels the access rights and permanentiy locks the selected sector (1 secior = 32 blocks). Mulple password
protection in RF mode
Single password protection in 12C mode. In 12C modeThe M24LRO4E-R controls [2C sector wite access using the 32bit-long [2C
M24LRE4-R 13.56+12C R/W, 65536 Bits 15015693 password and the 64-bit 12C_Write_Lock bit area. In RF mode, each memory sector of the M24LROE-R can be individually protected
by one out of thee available 32bit passwords, and each sector can also hav
of the M24LRO4E-R is assigned with a Sector securlly satus byte including a Sector Lock bit, two Password Control bits and two
ReadWrite protection bits.
XRAGO 866-928 MHz R/W, 128 Bits, 96-bit EPC code EPC Class 1b 8-bit destruct code - &-bitlock code.
XRAG2 866-928 MHz R/W, 432 Bits Kill Command - Access Password - Lock mechanism.
RC-5919 13.56 MHz R/W, 576 Bytes 1SO/IEC 18092 B
1SO/IEC 18092-FeliCa (failed T 300858 key is generated fom th area key and service Key ofthearea and service o be accessed. Mutual authenticaton s a
RC-5962/1 13.56 MHz R/W, 2464 Bytes e :BC‘ BliEle process of cross-checking mnﬂrmzmn between PCD and PICC, using the access key mentioned above. By using mmanun as the.
) e Bl process, th
tiple aiorhm. By adding a Message Autrricaton Code (AC) o T
RC-5965 (Lite) 13.56 MHz R/W, 224 Bytes FRAM ISO/IEC 18092-FeLiCa Lite da,ﬂ Ihe aumsmw o el Ven, 50y h e, Suppors aly nomaneye
R e St
G esiance lum:hon Read Only Access
RC-5966 (Lite-S) 13.56 MHz R/W, 432 Bytes FRAM ISO/IEC 18092-FelCa LiteS rong or s ion
2 - Write After Authentication
- Wite With MAC
RC-SA00 13.56 MHz R/W, 6K Bytes ISO/IEC 18092 AES and commands;
RC-SAO1 13.56 MHz R/W, 4K Bytes 1SO/IEC 18092 AES sncryption; AES-sncryped commands; Norencrypted commands
RC-5888 13.56 MHz R/W, 4K Bytes 1SO/IEC 18092 Embedded IC chip (RC-5962) with superior tamper resistant characteristics
RC-5889 13.56 MHz R/W, 9K Bytes ISO/IEC 18092 Embeddod C chip (RC-8960) with superiortamper resstant charactristios
is used for the bohwoen acad and roader,radet and conrler Transmision da s
RC-5860 13.56 MHz R/W, 4K Bytes ISO/IEC 18092 e LS ke forgery and
card fraud nearly impossible.
AT PEEERED 1356 Mz [ ES R [EEBELED Lock (disable to wite) the requested 1 block n the user area
PO 1356 MHz RACRECEVESIRAL IESESTERD Lock (disable to wite) the requested 1 block in the user area.
UNIQUE (EM4102) 125 KHz Read only, 64 Bits none
TS/Nova (JMA TPOS) 130 kHz R/W, 160 Bits (64 or 128 selectable) Password functons
Magic (probably Megamos Crypto) 125 kHz R/W, 192 Bits Cypto protection. Password functions.
Q5 (same as T5555) 125 KHz R/W, 264 Bits e LS & C= B Coni S one
The memory can be secured by using the 32 bit password (stored in block0) for al write and read protected operations. The password
TITAN (EM4550) 125 KHz R/W, 1024 Bits can be updaed, but never read. Also chip has a control word (block2-bit16 pwd onloff) and a protection word (block1 - set biocks
protecion for readwrie).
The advantage of two way
is that only 8 vald Interrogation of the transponder can Fesult i the return of the cryptographic reply that is sent
i . back to the vehicle reader. The first authentication takes place within the transponder; the second authentication is
[Taocodentita 125 Kz (A, GRETS carried out within the transponder unit itself. Due to this two way authentication method and the 96 bit Secret Key
one of the highest security level available for automotive transponders on the market is reached. 32 Bit password; 2
lock bits; 32 Bit customer key.
The advantage of two way.
15 that only & vald Interrogation of the transponder can Fesult i the return of the cryptographic reply thatIs sent
Solomat Automotve (acaured n i . . back to the vehicle reader. The first authentication takes place within the transponder; the second authentication is
2003 by EM Microelectronic - sold | 20C°der (as the previous IC but with integrated remote logic) 125 Kz L S i carried out within the transponder unit itself. Due to this two way authentication method and the 96 bit Secret Key.
in 2008 to SHARTRAC Ay one of the highest security level available for automotive transponders on the market is reached. 32 Bit password; 2
bH) ; 32 Bit customer ke
TagAccess combines the functionality of a 125 kHz crypto transponder together
with an SPI serial interface. This unique combination allows for the sharing of
EEPROM and crypto operations between TagAccess and a microcontroller. It is
possible to access the EEPROM of TagAccess via a simple serial protocol or via
TagAccess 125 KHz/Serial R/W, 4096 Bits the 125 kiiz transpondier ink from the vehicls Immobiizer base station.
EEPROM s used to store device configuration, the user programmable secret
keys (not readable via SPI), 32 bit unique Device Identification, 32 bit password,
as well as 3,726 bits of freely programmable user memory.
Different types of read/write protection of the EEPROM are also implemented.
cryptographic Read/Write Transponder containing the NISTproven public encryption algorithm AES (Advanced
Encryption Standard). The performance optimised implementation is based on 128 bit secret key with multiple
authentication methods and security levels. Due to a patented protocol concept extremely short timings are selectable
g in all authentication modes single, mutual and mutual 1S0. Random number generation is supported via an embedded
AES-Tag 125 iz A, TREDES TRNG, The transponder also contains 32 bit dentiicion number as well 25 mulile configuration and loc-
mechanisms. Various protections mechanisms for the user-memory can be configured on customer’s choice and
preference, A spedial Increment-counter In ing-bufferarchitacture completes the outstanding feature it of this
product. 128 bit secret keys (3x) - 32 bit customer ke - 6 lock bits - 32 bit password.
o Gt (N0 e T ety 2 S IS ey, PR ED o
Page 1,2,4 RIN; Pag 3 RO: Pago 4 (encyped); 8 i passward, nth snyption modo hertrrogtor sonds (wris) the
ransponder. shifted
o e ancypton ot whie & s i i e 404 ancpton ey Soe6 . CEPROM. Whan he chaonge e boon
RI-TRP-B* 134.2 KHz R/W, 88 Bits compltalyreoived a ok cohr algorthm s execuad usingboh th challengo and e ncryto . fower o more bis aro
receted, @ discharg s execuied i
avaponde rcpore by sendingina 54 i senmirt e m s CEPROM e .54  oupane (Sgnenirey et generesd
byt o St slgonen (D970
RI-TRP-D* 134.2 KHz R/W, 1360 Bits 2 (probably DST40).
RI-TRP-1* 134.2 KHz R/W, 1360 Bits 2 (probably DST40). 24 Bis selective Address widih.
RI-TRP-M* 134.2 KHz R/O, 30 Bits+R/W 208 Bits 2 (pmbemy DST40).
RI-TRP-R¥/0* 134.2 KHz Read only, 64 Bits
REra T AW, 50 Bytes Lok 5 T S T S ey S AT 5D 1S SRS i
RI-TRP-W* 134.2 KHz R/W, 80 Bits none
Ti hallenge/Response, Mutual Authentication, Secure Issuer Access Mode; Encrypion, Mutual Authentication, Issuer Key Each 40
EETAS Al bi; Encryplion response (signature) 24 bit (DST),
MS37145 134.2 KHz R/W, 80 Bits 80-bit key length, 4-byte or 5-byte challenge, 3-byte signature (DSTSO).
RI-TH1-CB1A (based on Taglt) [obsolete] 13.56 MHz R/W, 2 KBit 15015693 Each block is separately programmable by the user and can be locked to protect data from modification. Once the data has been
TH . Yocked then i canno b changed. Two vl of bloc looking ao supportes Indvidul block looking b he user (U)o indvidual
(AR (eI E) S ot R A [EESD block locking of ecory programmed dat (F)durng manfacurig. 12 ck Securily Status” Byte defined in 1SO 15693-3 is
RI-TH1-CB3A (based on Taglt) 13.56 MHz R/, 2 KBit 15015693 +Magnetic Stripe e the Factory Lock Status of the Block. Bloch rom any frvor
Yo o Y e a8 e B Sl e e el i e ey
e Tocked! then - cannolbe changed. Two Ivelsofbodk locking are sopporied: Indicual Mlock 1ocking by e use (U)ot diviousl
Tag-it HF-I Standard 13.56 MHz R/W, 256 Bit 15015693 block locking of factory programmed data (F) during manufacturing. Bit 2 of the "Block Security Status” Byte defined in ISO 15693-3 is
used to store the Factory Lock Status of the Biock. Block protects from any further
Each block is separately programmable by the user and can be locked to protect data from modification. Once the data has been
locked, it can only be changed by the password protected write command. Two levels of block locking are supported: Individual block
e . Iocking by the user (U) or individual biock locking of factory programmed data (F) during manfacturing. Bit 2 of the “Block Security
BRI B0 R, SEBEE ESERD Status” byle defined in ISO 15693-3 s used to store the Factory Lock Status of the Block. Factory Block locking irreversibly protects
the ook da o any e eprogrammin. User locked blocks can b eprogramimed by use of he password proectd wrie
command, il command avalbi
Each block with 32 bits user individually from modification. Once set, the lock bit
cannotbe sl e user memary & Tod programmete per bloek. Two Ievelsof block ocking e supported: Indidual block locking
Tageit HF-1 Plus 13.56 MHz R/W, 2048 Bit 15015693 by the user (U) or individual block locking of factory programmed data (F) during manufaciuring. Bit 2 of the "Block Securiy Stalus”
Byte defined in ISO 15693-3 is used to store the Factory Lock Status of the Block. Block locking ireversibly protects the locked data
from an s oo
RI-UHF- 860-960 MHz RIW, 96 Bits EPC+32 Bits UID. EPC Gen2 - 15018000-6
T T T D authentcaton. Two urue ser keysare s 1 protet two difrent applcations
Picopass 2KS 13.56 MHz R/W, 2K Bit 1S014443A/15014443B/1S015693  or fo manage crediting and debifing of a secure siored value curity
personalization phase.
sceleais Crplosraphic scurly o data protecion and cip atheicaon.Two uaue sectt ke e used 0 prlct e difernt appcaons
PicoPass 16KS 13.56 MHz R/W, 16K Bit 1S014443A/1S014443B/1S015693 o to manage crediting and debifing of a secure siored value area. ity

personalization phase.



Type/Model Name Frequency Standard/Notes Secu
Secuty o Gaa protecion and i auherlcalon. Two U secrt Koy a1 Used o prtect v dernt applcatons
PicoPass 32KS 13.56 MHz R/W, 32K Bit 1S014443A/150144438/1S015693  or to manage crediting and debiting of a secure stored value area. curity
personalization phase.
GOLDKEY Technology GK4001 (same as EM4001) 125 KHz R/W, 64 Bit -
1S0Prox has only 125KHz chip.
Prox (1:000000) 125 KHz Read only, 44 Bit D R e o 1€ STP€ none
Contact chip options are available.
Refer to the Logical Access HTOG.
o Mmoo The authenicationfor secure mods communication betwesn reader and card s done both-ways using the 16 byts JDES
keys KCUR (Custom Read Key) and KCUW (Custom Wite Key). One needs to sign a NDA with HID to receive these two
HID Globl [ClassliZeco20000 B0 RAR2CHERE2E (200/210/202/212/204/232/242/252/2 gy from HID. The controlof these keys by HID limits the group of people with read access to the HID Access Control
Contact chip options are available. A0 o]
Refer to the Logical Access HTOG.
R/W, 2k, 16k, 32k 150144434/B and ISO15693  (CLASS SE smart cads feaure multle securely separated appliction areas that re cach pracied by G-t dersifed readvrie
MIFARE 1k, 4k Has a Magnetic Stripe option.  keys that allow d provide fo iCLASS SE smart card technology provides secure access
iClass SE (3x000000x) 13.56 MHz

Fudan Microelectronics

Angstrom (russian company)

Tatwah Design

Quanray

Shanghai Huahong Integrated
Circult Co (SHIC)

Maxim Integrated

Broadcom (previously Innovision,
‘acquired in 2010)

Verayo

OTI, ISO 14443 Type D /
Cubic, 1SO 14443 Type E

iClass dual technology cards.

FM11RFOOSM

FM11RFO0SSH

FM11RFO8 (Mifare 1K clone)
FM11RFO8SH
FM11RF32M (Mifare 4K clone)

FM11RF32SH

FM1208

FM1208MO1 (Mifare compatible command set)

FM1208SHO1
FM12AG08MO1

FM1208M04

KB5004XK2

KB5004XK1

KB5004XK3 (Mifare 1K clone?)
KS63PT1Y.

KMBM-001

KMBM-001MT

KMBM-002

KMBM-002MT

B1A-002

MMBHT-002

KMBU-D

Transponder G2

TK4100 (EM4100 clone)

QR2213 (Mifare Ultralight clone)

QR2217 (Mifare 1K clone)

Qr2272

SHC1101 (Mifare 1K clone)
SHC1102 (Mifare Ultralight clone)
SHC1104 (Mifare 1K clone)

SHC1112

SHC1124

SHC1302

MAX66040E
MAX66040K
MAX66140E
MAX66140K

BCM20203T512 (Topaz, probably old Jewel 1C)

MIHW
MaH
X5122H
Kovio Tag
Kovio 2kb

125 KHz + 13.56 MHz

13.56 MHz

13.56 MHz

13.56 MHz

13.56 MHz

13.56 MHz

13.56 MHz
13.56 MHz
13.56 MHz
13.56 MHz
13.56 MHz
13.56 MHz
125 KHz
13.56 MHz
13.56 MHz
2GHz

125 kHz
125 kHz
13.56 MHz
13.56 MHz
13.56 MHz
13.56 MHz
13.56 MHz
860 MHz
125 khz

13.56 MHz

13.56 MHz

13.56 MHz

13.56 MHz
13.56 MHz
13.56 MHz

13.56 MHz

13.56 MHz

13.56 MHz+contact.

13.56 MHz
13.56 MHz
13.56 MHz
13.56 MHz
13.56 MHz
13.56 MHz
13.56 MHz
13.56 MHz
13.56 MHz
13.56 MHz

Combinations of the HID formats above

R/W, 512 Bit

R/W, 512 Bit

R/W, 1024 Bit
R/W, 1024 Bit
R/W, 1024 Bit

R/W, 1024 Bit

R/W, 32K ROM+8K EEPROM
R/W, 32K ROM+8K EEPROM
R/W, 32K ROM+8K EEPROM
R/W, 32K ROM+8K EEPROM
R/W, 32K ROM+8K EEPROM
Read only, 64 Bits

Read only, 64 Bits

R/W, 1024 Bits

R/W, 1563 Bits

Read only, 64 Bits

Read only, 64 Bits

Read only, 64 Bits

Read only, 64 Bits

Read only, 64 Bits

Read only, 64 Bits

Read only, 64 Bits

2

Read only, 64 Bits

R/W, 64 Bytes

R/W, 1024 Bytes

R/W, 1024 Bytes

R/W, 1024 Bytes

R/W, 512 Bits

R/W, 1024 Bits

2

R/W, 72K Bytes / ARM SC100 core CPU

R/W, 48K Bytes / ARM SC100 core CPU

R/W, 1K Bits
R/W, 1K Bits

R/W, 1K Bits

R/W, 1K Bits

R/W, 96 or 512 Bytes
R/W, 1K Bits
R/W-OTP, 2K Bits
R/W-OTP, 512 Bits
Read Only, 128 Bits
R/W, 2K Bits

Contact chip options are available.
Refer to the Logical Access HTOG.

1S014443A/B and 15015693 (optional

magnetic band)

15014443A

15014443A

15014443A
15014443A
15014443A
15014443A
15014443A
15014443A
15014443A

15014443A
15014443A

1S014443A

1S014443A

15014443A

15014443A

15014443A
15014443A
15014443A

15014443A

15014443A

15014443-1SO/IEC7816

150144438
150144438
1S015693/1S018000-3
1S015693/1S018000-3
15014443A/15018000-3
1S014443A
1S014443A
1S014443A
15014443A
1S014443A

control and increases peﬂormance with mutual authentication, encrypted data transfer, and 64-bit diversified keys for read/write
capabilies.

Combination of the iClass SE formats above.

High security level data (mutual three pass security level control; Encryption

i e S D v i i e e e 6 B e e e 21 7

can only be read. Blocks 0 and 1 can never be

High security level data (mutual i pass security level control; Encryption

Algorithm compatible with Shanghai local standard. Without authentication blocks from 8 to 15 cannot be read/write

and from 2 to 7 can only be read. Blocks 0 and 1 can never be written.

3 pass mutual authentication (IS0 ECDIS9798-2) - All data should be encrypted after authentication to prevent

signal interception - Transfer key protection. Individual set of keys for each block. User definable access condition for
ach block.

Transfer key protection. Individual set of keys for each block. User definable access condition for each block
Encryption Algorithm compatible with Shanahai local standard.

3 pass mutual authentication (ISO IECDIS9798-2) - All data should be encrypted after authentication to prevent
signal interception - Transfer key protection. Individual set of keys for each block. User definable access condition for
each block.

Transfer key protection. Individual set of keys for each block. User definable access condition for each block.
Encryption Algorithm compatible with Shanghai local standard.
High security level data (mutual three pass
[60])

3DES, single-DES processor; SPAIDPA resistenat controller. Memory data encryption (ROM, EEOPROM, RAM). ROM code reverse
resistant. Encryption Algorithm compatible with Mifare 1K.

3DES, single-DES processor; SPAIDPA resistenat controller. Memory data encryption (ROM, EEOPROM, RAM). ROM code reverse
resistant. Encryption Algorithm compatible with Shanghai local standard

3DES, SM1, compatible with Mifare 1K.

3DES, compatible with Mifare 4K.

Access right control - auth command is

none
none

48 Bit cyptographic key to access each of the 16 sectors.

?none?

none

none

none

none

none

none

none

2

none

Lock bytes - They enable the user to lock parts of the complete memory area for writing. A Read from user memory
e Con R R Rl G bRl B o i Lo that al
bits are set to logic 0 after production. These bytes can be bitwise modified using the WRITE command. T

L ) L s LS e B el wbrlb S bvle
contents. This process is irreversible and if a bit is set to logic 1, it cannot be changed back to logic 0.

Authentication proves that two entities have the same secret and each entity can be seen as a reliable Darlnerfor the
coming communication. The applied encryption algorithm ek() is 2 key 3DES encryption.

3-pass authentication: 1SO/ IEC DIS9798-2 - All data are encrypted in communication to prevent being intercepted -
Individual set of two keys per sector (per application) to support multi-application with hierarchical security control -
Stream Ciphering protects data transmission.

3-pass authentication: SO/ IEC DIS9798-2 - All data are encrypted in communication to prevent being intercepted -
Individual set of two keys per sector (per application) to support multi-application with hierarchical security control -
Stream Ciphering protects data transmission. 128bit TEA encryption. 38bit random number generator.

3 pass mutual authentication (SO IECDIS9798-2) - All data should be encrypted after authentication to prevent
signal interception - Transfer key protection. Individual set of keys for each block. User definable access condition for
each block.

none
3 pass mutual authentication (ISO IECDIS9798-2) - Al data should be encrypted after authentication to prevent
signal interception - Transfer key protection. Individual set of keys for each block. User definable access condition for
each block.

2

- Supports 1024bit Modular Arithmetic

- Supports Modular Exponentiation and Modular Multi
- Supports hardware acceleraed ey palr generation
- Supports SPA/DP/
- Co-processors i public and secret key encryption to support RSA, ECC and DES/3DES. Generates true random
number.

- Supports 2048bit Modular Arithmetic for RSA

- Supports Modular Exponentiation and Modular Multiplication operation

~ Supborts hardware accelerated key par generation

- Supports 256bit ECC key length

- Supports SPA/DPA resistant

Co-processors for public and secret key encryption to support RSA, ECC and DES/3DES. Generates true random
number.

Block Lock Feature; 512-Bit SHA-1 Engine to Compute 160-Bit MAC and to Generate Secrets.

Block Lock Feature; 512-Bit SHA-1 Engine to Compute 160-Bit MAC and to Generate Secrets.

Block Lock Feature; 512-Bit SHA-1 Engine to Compute 160-Bit MAC and to Generate Secrets.

Block Lock Feature; 512-Bit SHA-1 Engine to Compute 160-Bit MAC and to Generate Secrets.

ication operation

Permanent Block Lock Feature.

uit (unique and random silicon fabrication process var

ions): unclonable.
uit (unique and random silicon fabrication process variations): unclonable.
PUF Circuit (unique and random silicon fabrication process variations): unclonable.
none

Possible blocks permalock.



